Sarra Parish Council
Policies and Procedures: GDPR Data Breach Policy
GDPR de nes a personal data breach as ‘a breach of security leading to accidental or unlawful
destruc on, loss, altera on, unauthorised disclosure of, or access to, personal data transmi ed,
stored or otherwise processed’.
Examples include:
• Access by an unauthorised third party
• Deliberate or accidental ac on (or inac on) by a Data Controller or Processor
• Sending personal data to an incorrect recipient
• Compu ng devices containing personal data being lost or stolen
• Altera on of personal data without permission
• Loss of availability of personal data
Sarra Parish Council takes the security of personal data seriously, computers are password
protected and relevant hard copy les are kept in locked cabinets.
1. Consequences of a personal data breach:
A breach, depending on the circumstances of the breach, can have a range of e ects on
individuals.
A breach of personal data may result in a loss of control of personal data, discrimina on, iden ty
the or fraud, nancial loss, damage to reputa on, loss of con den ality of personal data,
damage to property or social disadvantage.
2. Sarra Parish Council has a duty to report a breach:
If the data breach is likely to result in a risk to the rights and freedoms of the individual, the
breach must be reported to the individual, the Data Protec on O cer (DPO) for Sarra Parish
Council and the Informa on Commissioners O ce (ICO) without undue delay and, where
feasible, not later than 72 hours a er having become aware of the breach. If the ICO is not
informed within 72 hours, Sarra Parish Council must give reasons for the delay when they
report the breach.
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When no fying the ICO of a breach, the Parish Council must:
I. Describe the nature of the breach including the categories and approximate number of
Data Subjects concerned and the categories and approximate number of personal data
records concerned.
II. Communicate the name and contact details of the DPO*.
III. Describe the likely consequences of the breach.
IV. Describe the measures taken or proposed to be taken to address the personal data
breach including, measures to mi gate its possible adverse a ects.
*DPO contact details: DPO Centre Ltd, 50 Liverpool Street, London, EC2M 7PR.
advice@dpocentre.com 0203 797 1289

When no fying the individual a ected by the breach, Sarra Parish Council must provide the
individual with (ii)-(iv) above.
Sarra Parish Council would not need to communicate with an individual if the following
applies:
• It has implemented appropriate technical and organisa onal measures (i.e. encryp on) so
those measures have rendered the personal data unintelligible to any person not
authorised to access it;
• It has taken subsequent measures to ensure that the high risk to rights and freedoms of
individuals is no longer likely to materialise, or
• It would involve a dispropor onate e ort. However, the ICO must s ll be informed even if
the above measures are in place.
Data Processors have a duty to inform Sarra Parish Council if they (e.g. payroll provider)
become aware of a personal data breach and must no fy the Parish Council without undue
delay. It is then the Parish Council’s responsibility to inform the ICO. It is not the Data Processors
responsibility to no fy the ICO.
3. Records of data breaches
All data breaches must be recorded whether or not they are reported to individuals.
This record will help to iden fy system failures and should be used as a way to improve the
security of personal data.
4. Record of Data Breaches to include:
• Date of breach.
• Type of breach.
• Number of individuals a ected.
• Date reported to ICO/individual.
• Ac ons to prevent breach recurring.
Date breach should be reported using the ICO online system: h ps://ico.org.uk/fororganisa ons/report-a-breach/
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